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This whitepaper looks at why many of the frustrations experienced in school IT environments are not technical faults but 
design outcomes. It examines how the Department for Education Digital and Technology Standards provide a framework 
for correcting this and how the shift towards cloud technologies presents an opportunity to rethink how IT supports 
education. 

This is not a paper about technology, networks and software. Instead, it’s about intent, design and the choices schools 
make, often over many years, that shape the systems that are relied on every day. 

 

The Story of a Typical School IT 
Environment 

Consider a typical secondary school. 
Its IT environment did not emerge 
overnight. It has likely evolved over a 
period of time. 

A server was installed years ago to 
store files. At the time, it was a 
sensible decision, and it met a clear 
need. Later, a new management 
information system was added, then 
a safeguarding platform. Later, the 
wireless was upgraded. A cloud-
based learning environment followed, 
perhaps on the back of Covid when 
there was a real rush to implement 
some level of online teaching 
platform, such as Microsoft 365 or 
Google Workspace. Devices were 
purchased in phases, sometimes 
through a planned refresh, but often 
through necessity. 

Each decision made sense at the 
time. Each solved an immediate 
problem. But did anyone step back to 
look at the system’s design as a 
whole?  

Over time, this incremental approach 
can create a complex web of systems. 
Teachers log into multiple platforms. 

Data is entered more than once. 
Students experience inconsistency 
depending on which classroom they 
are in or which device they are using. 
The IT team spends its time 
maintaining many systems that have 
evolved and don’t necessarily work 
together. 

Frequently, the net result is that 
nothing is broken, and everything 
works. And yet, nothing quite works 
well. 

This is what can be described as 
‘accidental architecture’. It is not the 
result of poor decision-making, but of 
decisions made in isolation without 
an overall unifying design. 

The Illusion of Failure 

When systems frustrate users, the 
instinct is to describe them as failing. 
However, this often obscures the real 
issue. 

A slow login process is not a failure if 
it was never designed to be fast. A 
lack of integration is not a failure if 
systems were never selected with 
integration in mind. Limited access 
outside the school network is not a 
failure if remote access was not part 
of the original design. 

In each case, the system is behaving 
exactly as expected. It is simply not 
meeting current needs. 

This distinction matters because it 
changes how schools respond. If the 
problem is perceived as technical 
failure, the response is often reactive. 
More support is added, hardware 
might be upgraded or another system 
is introduced to fill a gap. However, 
this can further compound and 
complicate the issue.  

If the problem is understood as a 
design issue, the response becomes 
strategic. The question shifts from 
“What is broken?” to “What are we 
trying to achieve?” 

The Role of the DfE Digital and 
Technology Standards 

The Department for Education Digital 
and Technology Standards represent 

When good decisions add up to poor 
systems: Why school IT feels so bad 
Walk into almost any school and it’s not uncommon to hear a familiar phrase: 
“The network is slow”, “Teachers spend more time logging in than teaching”, 
“Students cannot access what they need when they need it”. Leaders often 
conclude that their IT is failing. Yet in most cases, the systems are not failing at 
all: they are frequently doing precisely what they were set up to do. The problem 
is that systems were not designed with a clear understanding of the needs they 
were meant to serve. 
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a significant step towards helping 
schools make this shift. 

Rather than focusing solely on 
individual technologies, the 
standards describe the conditions 
required for effective digital 
environments. They cover many 
aspects of IT, such as connectivity, 
infrastructure, security and recently 
an increased focus on leadership and 
governance. 

What makes these standards 
particularly important is that they 
implicitly recognise the design 
problem. They do not tell schools 
what hardware and software to buy. 
They describe how systems should 
function, be managed and how they 
can operate as part of a whole 
solution. 

For example, the emphasis on digital 
leadership and governance highlights 
that technology decisions cannot be 
left to chance or convenience. They 
must be guided by clear roles, defined 
responsibilities and collaborative and 
informed decision-making. This is not 
about technical expertise alone; it’s 
about ensuring that technology 
serves the school’s educational 
goals. It promotes collaboration 
between IT Management and 
Leadership, which should always be 
seen as a positive. 

Similarly, the standards relating to 
connectivity and a school’s network 
infrastructure acknowledge that user 
experience is shaped by underlying 
design choices. A cloud-based 
platform cannot deliver its benefits if 
the wireless network is unreliable. A 
new online learning platform cannot 
succeed without sufficient bandwidth 
or client devices.  

A Changing Landscape: The Rise 
of Cloud Technologies 

At the same time as these standards 
have emerged, the IT landscape has 
shifted. Cloud technologies have 
become central to how modern 
businesses operate and schools are 
no exception. 

The move to the cloud is often 
described in technical terms, but its 
real significance lies in how it changes 
the experience of users. 

In a traditional environment, access is 
tied to location and device. Files are 
stored on local servers. Updates are 
managed manually. Systems are 
often isolated from one another. 

In a more modern cloud-based 
environment, access is more flexible. 
Staff and students can work from any 
device with an internet connection. 
Data is cloud-based, centralised and 
shared.   

This shift has real implications. It 
offers the possibility of designing 
systems around a school’s 
requirements and its people, rather 
than around infrastructure. 

However, this possibility is not always 
realised. Schools sometimes adopt 
cloud tools in the same incremental 
way they adopted earlier 
technologies. A new platform is 
adopted without removing an old one, 
for example, or each department 
sources and implements tools 
without school-wide engagement or 
IT support. This leads to identity 
management becoming increasingly 
fragmented, creating further 
complications and user frustration. 

 

In these cases, the cloud does not 
simplify the system. It sadly adds 
another layer of complexity. 

Once again, the issue is not the 
technology itself. It is the absence of 
a clear design, governance and 
strategy.  

Designing Around Real Needs 

To understand what better design 
looks like, it is helpful to start not with 
technology but with experience and 
school-wide involvement. 

Imagine a teacher at the start of a 
lesson. They need to take a register, 
access resources, share materials 
with students and perhaps adapt their 
plan based on how the lesson 
unfolds. Every additional step, every 
delay, reduces the time available for 
teaching. 

Or consider a student completing 
homework. They need to access 
materials easily, submit work without 
confusion and receive feedback in a 
timely way. If systems are 
inconsistent or difficult to navigate, 
engagement suffers. 

Administrative staff face similar 
challenges. Re-entering data, 
reconciling inconsistencies and 
navigating multiple systems 
consumes time that could be better 
spent elsewhere. 

Designing IT systems that meet these 
needs requires a different approach. 
It requires schools to map these 
experiences and to ask what the 
system should enable. 

Only then can technology choices be 
made with clarity and purpose. 

The Importance of Integration 
and Identity 

Two of the most significant barriers to 
effective school IT systems are lack of 
integration and fragmented identity 
management. 

When systems do not share data 
effectively, inefficiencies multiply. 
Staff must enter the same information 
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in multiple places. Errors creep in and 
confidence in data declines. 

Similarly, when users must manage 
multiple accounts, each with 
different usernames, passwords and 
access rights, their frustration 
increases and security risks grow as 
credentials are written down.  

The DfE standards highlight the 
importance of addressing these 
issues, particularly in the context of 
cloud solutions. A single, centrally 
managed identity for each user is not 
just a convenience, it should be 
considered as a foundation for both 
usability and security. 

Achieving this requires deliberate 
design. It involves selecting systems 
that can support identity integration, 
implementing identity management 
solutions and, in some cases, 
replacing systems that cannot meet 
these requirements. 

Infrastructure as the 
Foundation 

It is easy to focus on software 
applications and overlook the 
underlying infrastructure that is 
needed to support them. However, 
the infrastructure remains possibly 
the most critical part of the solution. 

A school may adopt a cloud-based 
collaboration platform with the 
intention of enabling flexible learning. 
If the wireless network cannot 
support a full class of devices, the 
experience will be poor. Teachers will 
revert to familiar methods, and the 
intended benefits will not materialise, 
resulting in poor usability and 
minimal benefit.  

Similarly, insufficient network or 
broadband capacity can create 
bottlenecks on the school network 
that can affect every user. 

The DfE standards place strong 
emphasis on these foundational 
elements for a good reason. Without 
them, even the most carefully chosen 
systems will struggle to deliver value. 

Design, in this context, must extend 
beyond software to include both the 
physical environment and the 
network in which it operates. 

The Reality of Hybrid 
Environments 

Many schools today find themselves 
in a hybrid state, with a mix of onsite 
and cloud-based systems. This is 
often a necessary stage in the journey 
towards a fully cloud-based 
environment.  

Hybrid environments can work well 
when they are part of a clear transition 
plan. They allow schools to move 
gradually, managing risk and cost.  

It is not uncommon to see schools 
with an onsite server infrastructure 
and core cloud platform, such as 
Microsoft 365, with data stored in 
both environments. This can work 
well in some situations. But it can 
quickly become a complex data 
environment with data duplication 
and low user confidence, where there 
is no clear boundary as to what is 
stored where, or why.  

The key is to treat hybrid as a phase 
rather than an endpoint. Schools 
need a vision of their target 
architecture and a plan for reaching it. 

Leadership, Culture and Change 

Technology alone cannot solve the 
issues described in this paper. 
Leadership, strategy and culture each 
play a decisive role. 

In many schools, IT is still seen 
primarily as a support function: its 
purpose is to keep systems running. 
In many cases, decisions are often 

delegated to IT staff without broader 
strategic school input. 

The DfE standards challenge this view 
by emphasising digital leadership and 
governance. They recognise that 
technology decisions have far-
reaching implications for teaching, 
learning and operations and the role 
of a digital leadership can bridge that 
gap. 

Effective digital leadership involves 
bringing together educational and 
technical perspectives. It requires 
engagement with staff and students. 
It demands a willingness to question 
existing systems and to make 
changes where necessary. 

Change itself must be managed 
carefully. Introducing new systems 
without adequate training or 
communication can also create 
resistance. Even well-designed 
solutions can fail if users are not 
engaged, trained and supported. 

A successful transition to a more 
intentional IT environment, therefore, 
depends as much on people as on 
technology. 

From Complexity to Coherence 

The journey from an accidental 
architecture to a coherent, user-
centred system is not simple. It 
requires time, investment and 
sustained focus. 

It begins with understanding the 
current state. Schools need to take 
stock of their systems, identify 
overlaps and recognise where 
inefficiencies arise. 
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From there, they can define what they 
want their IT environment to achieve. 
This should be grounded in real needs 
from the people that use the system, 
such as teachers, administrative staff 
and students and not be based on 
abstract aspirations or technological 
prestige. 

The next step is to design a future 
architecture that aligns with these 

needs and with the DfE standards. For 
many schools, this will involve a 
cloud-first approach, centralised 
identity management and a reduced 
number of integrated systems. 

Implementation should be phased, 
allowing for learning and adjustment. 
Throughout the process, governance 
structures should ensure that 
decisions remain aligned with both 

the wider school and the overall 
design. 

This is not a purely technical 
challenge. It is a strategic one and it is 
one that every school has the 
capacity to address.  

 

 

The frustrations experienced in school IT environments are real and significant. They frequently affect workload, teaching 
quality and, as a result, can potentially have an impact on student outcomes. 

However, they are not inevitable. They are the result of systems that have evolved without a clear design. The central 
message of this white paper bears repeating: your IT systems are working as designed. And if they are not working for you, 
then they have not been designed to meet your needs. 

The DfE Digital and Technology Standards provide a framework for addressing this. The rise of cloud technologies offers 
new possibilities. Together, they create an opportunity for schools to rethink their approach. 

By focusing on school and user needs, embracing intentional design and aligning with DfE standards, schools can create IT 
environments that truly support their goals. This is not a purely technical challenge. It is a strategic one. And it is one that 
every school has the capacity to address. 
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