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Commentary to the 2025 Sophos Report

Ransomware continues to pose a critical threat to the UK

education sector. The “Sophos State of Ransomware in
Education 2025” report offers a global education perspective,
but its findings are acutely relevant to UK schools, where
resource constraints, legacy systems and evolving cyber
threats remain a key concern. This commentary analyses the
report’s findings provides actionable recommendations for
school leaders, governors and IT professionals.

The digital transformation of UK education has accelerated in recent years, driven by the need for remote learning,
administrative efficiency and the use of new technologies all driving improved student outcomes. However, this ongoing
transformation has also exposed schools to new and sophisticated cyber threats. Ransomware has emerged as a
persistent and costly risk, capable of disrupting learning, compromising sensitive data and undermining trust.

The DfE’s digital and technology standards for schools and colleges provide a robust framework
for cyber security, but as the Sophos report demonstrates, implementation remains inconsistent.
This whitepaper explores the intersection of global ransomware trends and UK-specific

challenges.

Department
for Education

Key Findings from the Sophos
Report

Prevalence and Causes

The Sophos report reveals that
ransomware attacks remain
widespread in education, with 441 IT
and cybersecurity leaders from 17
countries that were hit by
ransomware incidents in the past
year. In schools with students up to
age 18, phishing is the leading

technical root cause, closely
followed by malicious email,
exploited vulnerabilities and

compromised credentials. This even
distribution of attack vectors
suggests that schools must adopt a
multi-layered defence strategy.

Organisational factors are equally
significant. Schools most frequently
cited a lack of expertise and
insufficient capacity as reasons for
falling victim to ransomware (both at
42%). Human error and inadequate
protection solutions were also
prominent. These findings align with
the DfE’s emphasis on the need for

skilled staff, clear roles and robust
technical controls.

Lack of expertise and
insufficient capacity

are both direct
contributors to schools
falling victim to attacks

Data Impact and Recovery

The report does also note a positive
trend: the rate of data encryption in
lower education has fallen to a four-
year low (29%), with 67% of attacks
stopped before encryption.
However, 26% of schools that
experienced data encryption also
suffered data exfiltration, highlighting
the dual threat of data loss and
extortion. While 97% of education
providers were able to recover
encrypted data, reliance on backups
has declined (59% in schools) and
half of school victims paid the
ransom to recover data.

Ransom Demands and Payments

Median ransom demands and
payments in education have
dropped sharply, with schools seeing
demands fall from $3.85M to $1.02M
and payments from $6.60M to
$800K. Despite this, the financial and
operational impact remains
significant, particularly for schools
with limited resources.

A decryptor is required to restore your data.
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() SEND 0.5 BTC T0: 1A2bC3EAfij6j7M8n09p...
DO NOT SHUT DOWN YOUR COMPUTER OR ATTEMPT TO MANUALLY DECRYPT.

Human and Organisational Impact

The human cost of ransomware is

substantial. The report notes
increased anxiety, stress and
workload among IT and

cybersecurity teams, with 31% of
teams experiencing staff absence
due to stress or mental health issues.
In a quarter of cases, leadership was
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replaced incident.

following an
These findings underscore the need
for a whole-school approach to cyber
security, as advocated by the DfE,

encompassing leadership,
governance and staff wellbeing.

Challenges for UK Schools

Resource Constraints and Skills
Gaps

UK schools, particularly in the state
sector, operate with limited IT
budgets and a shortage of IT staff
and rarely have dedicated
cybersecurity expertise.

Many schools rely on

overstretched IT staff

The Sophos report’s finding that 42%
of schools cited a lack of expertise
and capacity as root causes of
ransomware incidents is especially
pertinent. The DfE standards require
schools to “identify and assign
appropriate roles and responsibilities
for cyber security,” but in practice,
many schools rely on overstretched
IT staff or external providers with
varying levels of expertise.

Technical Debt

Many UK schools continue to use

legacy systems and outdated
software, increasing their
vulnerability to exploited

vulnerabilities which is the leading
cause of ransomware in higher
education and a significant factor in
schools. The DfE standards mandate
that “all software and hardware must
be supported and kept up to date,”
yet budgetary pressures and
competing priorities often delay
necessary upgrades.

While multi-academy trusts (MATSs)
may have greater purchasing power
and centralised IT teams, standalone
schools and small federations often
lack the resources to replace ageing
infrastructure. This disparity creates
uneven levels of cyber resilience
across the sector.

Inconsistent
Backups

Implementation of

While the DfE requires “regular,
secure and tested backups,” the
Sophos report reveals a decline in
backup use for data recovery and a
reliance on ransom payments.
Schools must ensure that backup
solutions are not only in place but are
regularly tested and isolated from the
main network to prevent

compromise during an attack.

The DfE recommends the 3-2-1
backup rule: three copies of data, on
two different media, with one copy
offsite  and offline. However,
anecdotal evidence suggests that
many schools either lack offsite
backups or have never tested their
recovery process.

Phishing and Social Engineering

Phishing remains the top technical
root cause of ransomware in schools.
The DfE standards call for “regular
staff training and awareness,” but the
report’'s findings suggest that
training is not always effective or
sufficiently frequent. Schools must
adopt a culture of vigilance, with
ongoing training, simulated phishing

exercises and clear reporting
mechanisms.
A secondary school in Greater

Manchester introduced quarterly
simulated phishing campaigns. Initial
results showed a 20% click rate, but
after targeted training and feedback,
this dropped to under 5% within a

year, demonstrating the value of
sustained awareness efforts.

Incident Response and Recovery

The DfE standards and RPA cyber-
insurance controls require schools to
have an “incident response plan”
and to “regularly test and update” it.
The Sophos report shows that
recovery times are improving, with
half of schools recovering within a
week, but 23% still take one to three
months. Schools must ensure that

incident response plans are
practical, well-communicated and
rehearsed.

Schools that had rehearsed their
incident response plans were able to
restore systems more quickly and
communicate effectively with
stakeholders, reducing reputational
damage and learning loss.

Human Factors and Wellbeing

The psychological impact of
ransomware on school IT staff is
significant. The DfE’s digital and
technology standards increasingly
recognise the importance of staff
wellbeing, but more support is
needed to address

stress, anxiety and the

risk of burnout following

cyber incidents.

Senior leaders and

governors must foster a culture of
openness and learning, rather than
blame, to support staff and
encourage the reporting of near-
misses and incidents.

Alignment with DfE Digital and

Technology Standards

The DfE’s digital and technology
standards for schools set out clear
requirements across several
domains:

¢ Leadership and Governance:
Assigning responsibility for cyber
security at a senior level.

* Risk Management: Conducting
regular risk assessments and
maintaining an up-to-date risk
register.
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Firewalls,

* Technical Controls:
endpoint protection (including
anti-malware), secure system
configurations and access

controls are all key areas of focus.

-« Data Protection: To ensure
compliance with data protection
legislation and secure handling of
personal data.

« Backup & Recovery: Maintaining
regular, secure and tested
backups to protect important
data.

* Incident Response: Having a
documented and tested incident
response plan.

» Staff Training: Providing regular
training and awareness for all
staff, such as the National Cyber
Security Centre’s Cyber Security
Training for School Staff.

The Sophos report highlights areas
where UK schools are making
progress, such as improved
detection and faster recovery, but
also exposes persistent gaps,
particularly in skills, resources and
consistent implementation of
controls.

Comparative Analysis: UK
Schools vs. International Peers

While the Sophos report is global in
scope, UK schools face unique
challenges. The UK’s regulatory
environment, including the DfE
standards and the National Cyber
Security Centre (NCSC) guidance,
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provides a strong policy framework.
However, implementation varies
widely.

* Funding: UK schools often have
less funding for IT than
counterparts in countries like the
US or Australia, limiting their
ability to invest in advanced
security solutions.

» Centralisation: The rise of MATs
has enabled some centralisation
of IT and security, but many
schools remain isolated.

* Regulatory Pressure: UK
schools should comply with both
DfE standards, the General Data
Protection Regulation (GDPR)
and, where required, the RPA
Cyber Security controls for
insurance, adding complexity to
their cyber security obligations.

Forward-Looking Perspectives

The Evolving Threat Landscape

Ransomware tactics continue to
evolve, with attackers increasingly
targeting backups, exploiting supply
chain vulnerabilities and using
double extortion (encrypting and
exfiltrating data). Schools must stay
abreast of these trends and adapt
their defences accordingly.

The Role of Artificial Intelligence

While Al-powered security solutions
offer promise, schools must balance
innovation with practicality. The DfE
encourages the adoption of proven
technologies but warns against over-
reliance on automated tools without
adequate human oversight.

Recommendations

Invest in Skills and Capacity

Schools must prioritise investment in
cybersecurity skills, whether through
dedicated staff, shared
services, or trusted
external partners. The
DfE should continue to
support training and
professional development, including
the provision of practical resources
and guidance.

Address Technical Debt

A proactive approach to replacing
legacy systems and updating
software is essential. Schools should
leverage available funding streams
and collaborate as multi-academy
trusts to achieve economies of scale.

Strengthen Backup and Recovery

Schools must ensure that backup
solutions are robust, regularly tested
and isolated from the main network.
The DfE provides clear guidance on
best practices to support schools in
implementing  resilient  backup
strategies.

Enhance Phishing Defences

Regular, high-quality staff training,
combined with simulated phishing
exercises and clear reporting

channels, is vital. Schools should
foster a culture of vigilance and
empower staff to report suspicious
activity without fear of blame.

Protect the perimeter

In addition to maintaining a well
configured firewall, schools should
complete regular penetration testing
and understand their vulnerabilities.
Products such as Police Cyber Alarm
offer a low cost opportunity to help
protect the permitter and understand
vulnerabilities.

Develop and Test Incident

Response Plans

Incident response plans must be
practical, regularly tested and
understood by all relevant staff.
Schools should conduct tabletop
exercises and learn from real
incidents to improve their
preparedness.
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Support Staff Wellbeing

The psychological impact of cyber
incidents must not be overlooked.
Schools should provide access to
support services and promote a
culture of openness and learning,
rather than blame.

Leverage National Resources

Schools should make full use of
resources from the NCSC, DfE and
sector bodies, including guidance,
training and incident response
support. The NCSC has a wealth of
resource  available  specifically

produced for schools what can really
help with cyber planning.

2 |National Cyber
~|Security Centre

f GCHQ

The “Sophos State of Ransomware in Education 2025” report provides valuable insights into the evolving threat
landscape. For UK schools, the challenges are significant but not insurmountable. By aligning with the DfE’s digital and
technology standards, investing in skills and resilience and fostering a culture of vigilance and support, schools can

strengthen their defences against ransomware and protect their communities.

References:

¢ Sophos State of Ransomware in Education 2025. [Click Here]
* Department for Education Cyber security standards for schools and colleges. [Click Here]
» National Cyber Security Centre Cyber Security for Schools and Colleges. [Click here]

* Police Cyber Alarm. [Click Here

About Virtue Technologies

Virtue Technologies is an education-focused IT
company with nearly two decades of experience
partnering with schools to deliver tailored technology
solutions. Established in 2006, the company has
become a leading provider of IT services for Primary,
Secondary Schools and Multi Academy Trusts. Their
key areas of expertise are Support, Cyber Security,
Cloud Solutions and Classroom Productivity.

With a clear commitment to enhancing educational
outcomes through technology, Virtue Technologies
collaborates closely with academic institutions to
understand their unique needs and challenges. The
company emphasises building long-term partnerships,
ensuring that each solution not only aligns with current
requirements but also anticipates future growth. Their
dedicated team of professionals stays abreast of
technological advancements, allowing them to

introduce innovative practices and resources into
classrooms efficiently. Over the vyears, Virtue
Technologies has earned a strong reputation within the
educational sector for reliability, adaptability and
exemplary customer service. By focusing on continuous
support and professional development, they empower
educators and administrators to make the most of their
IT investments, fostering enriching learning
environments for students across all levels of education.

Contacting Virtue Technologies

www.vituetechnologies.co.uk

E 01695 731233
<

enquiries@virtuetechnologies.co.uk
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Will Stead has over 35 years of experience in IT
management and leadership, spending the last 15 years
specialising in the education sector, supporting schools
and Multi Academy Trusts across the UK.

Will’s expertise lies in developing and implementing IT
strategies tailored for both individual schools and MATSs.
He works directly with school leadership teams and IT
departments to create strategic plans that drive digital
transformation, improve classroom productivity and
ensure robust cybersecurity practices. His approach is
highly collaborative, focusing on building strong
relationships and trust with stakeholders to deliver
technology solutions that are both effective and
sustainable.
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