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Sadly, the reasons for this shift are pretty clear. Pupil accounts make up the largest percentage of accounts in any school 
system and they are sometimes less tightly controlled than staff accounts. There is dangerously outdated perception 
that pupil accounts are less critical and therefore less likely to be targeted. Yet, once compromised, these accounts can 
provide a gateway to sensitive information, disruption of learning and even access to staff systems. The Virtue 
Technologies Cyber Team has seen a marked increase in incidents where pupil accounts have been used as the entry 
point for attacks, frequently with devastating consequences for a school’s operations and reputation. 

 

Standards We Must Meet 

Recognising these risks, the 
Department for Education has set 
out clear digital and technology 
standards for schools and colleges. 
These standards are not just 
technical checklists; they are a 
blueprint for resilience and good 
governance. Amongst their key 
recommendations is the need to 
control and secure user accounts, 
with a strong emphasis on the use of 
Multi-Factor Authentication (MFA) 
wherever possible. The rationale is 
simple: passwords alone are no 
longer enough.  

Schools must take steps to ensure 
that access to sensitive systems and 
data is protected by more than just a 
password. This is not only about 
compliance, but also about 
protecting pupils, staff and the wider 
school community from cyber risk.  

The DfE standards also call for 
regular risk assessments, cyber 
awareness training and robust 
incident response plans, all of which 
are underpinned by the principle that 
prevention is better than cure. 

Why MFA Works 

But why is MFA so important? The 
answer lies in the nature of modern 
cyber threats. According to the latest 
Microsoft Digital Defence Report, 
more than 99% of identity attacks are 
password-based. Attackers use a 
variety of techniques, including 
phishing, credential stuffing and 
brute force to obtain or guess 
passwords. Once they have a 
password, they can often move 
laterally through systems, escalate 
privileges and cause significant 
damage. 

Here is where MFA makes a real 
difference. Microsoft’s own research 
shows that enabling MFA reduces 
the risk of a successful password-
based attack by a staggering 99.2%. 
This is because MFA requires a 
second form of verification with 
something the user has (like a phone 
or hardware token), or something 
unique to them (like a fingerprint). 
This makes it vastly more difficult for 

attackers to gain access, even if they 
have the password. 

In practical terms, this means that a 
school with MFA enabled for all 
accounts, including pupils, is 
exponentially more secure than one 
relying on passwords alone. It is a 
simple, effective and proven control 
that can stop the vast majority of 
attacks in their tracks. 

Pupil Accounts are the 
Weakest Link 

Despite this compelling evidence, 
many schools have focused their 
MFA efforts on staff and 
administrative accounts, leaving 
pupil accounts less protected. This is 
understandable as implementing 
MFA for hundreds or thousands of 
pupils can seem daunting, especially 
when considering issues of age, 
device access and usability. 

However, the threat landscape has 
changed. The Virtue Technologies 
Cyber Team has observed a clear 

Pupil accounts are 
regularly being 
compromised  

It is no exaggeration to say that schools have become prime targets for 
cybercriminals. The Department for Education’s own research shows that the 
education sector now faces a higher rate of cyber incidents than almost any 
other, with attacks ranging from phishing and ransomware to data breaches 
that threaten the very core of safeguarding and trust. The Virtue Technologies 
Cyber Team have witnessed first-hand a worrying trend where attackers are 
no longer just targeting staff or administrative accounts. Increasingly, it is pupil 
accounts that are being exploited as the initial foothold for wider attacks. 

Why Multi-Factor Authentication for Pupil 
Accounts is Now Essential in Schools 
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pattern where attackers are actively 
seeking out pupil accounts as a way 
in. In several recent incidents, 
breaches began with a compromised 
pupil account. From there, attackers 
were able to escalate their access 
rights, disrupt lessons, execute 
ransomware or access sensitive staff 
or safeguarding data. 

These incidents are not isolated. 
They reflect a broader trend across 
the sector, as confirmed by national 
surveys and the experiences of IT 
teams up and down the country. The 
message is clear: leaving pupil 
accounts unprotected is no longer an 
option. 

Implementing MFA with 
Conditional Access 

As the digital landscape in education 
continues to evolve, so too must the 
strategies schools use to protect 
their communities. MFA combined 
with Conditional Access, offers a 
powerful and flexible solution that 
can be tailored to the unique needs 
of schools, pupils and staff alike. 

 

Conditional Access is best 
understood as a set of intelligent, 
adaptive rules that sit at the heart of 
your school’s identity security. 
Rather than applying the same 
security requirements to every login, 
Conditional Access policies allow 
you to define “if-then” scenarios 
such as:  

• if a pupil attempts to access their 
account from outside the school 
network, then require MFA 

• if a staff member logs in from a 
new device, then prompt for 
additional verification 

• if a login attempt is flagged as 
risky, then block access entirely. 

 

This approach is fundamentally 
different from traditional, one-size-
fits-all security. It means that security 
controls can be as strict or as flexible 
as needed, depending on the 
context. For example, pupils logging 
in from trusted school devices during 
lessons may not be challenged for 
MFA, ensuring a seamless learning 
experience. However, if the same 
account is accessed from an 
unknown location or device, the 
system can step up security 
instantly. 

The Building Blocks 

Implementing MFA with Conditional 
Access in a school environment 
involves several key steps. 

Policy Design and Scoping 

The first step is to define who and 
what the policies will apply to. 
Conditional Access allows you to 
target specific user groups (such as 
all pupils, staff or administrators) and 
to apply different rules based on their 
roles and risk profiles.  

Contextual Triggers 

Conditional Access policies are 
driven by real-time signals, including: 

• User identity, role and group 
membership 

• Device compliance (is the device 
managed and up to date?) 

• Location  
• Application being accessed 
• Risk level (detected by Microsoft 

Entra ID Protection) 

These signals are evaluated after the 
user’s initial authentication, allowing 
the system to make dynamic 
decisions about whether to grant 
access, require MFA or block the 
attempt altogether. 

Selecting Authentication Methods 

Schools can choose from a range of 
authentication methods, including 
authenticator apps, SMS codes, 
phone calls and hardware tokens. 
Best practice is to offer multiple 
options to accommodate different 
ages and needs, ensuring that no 
pupil or staff member is excluded 
due to lack of access to a particular 
device. 

Location and Device Policies 

A common approach in schools is to 
define the school’s public IP 
addresses as “trusted locations.” 
Conditional Access policies can then 
be set so that MFA is not required 
when users are on-site but is 
enforced when they are off-site or 
using personal devices. This 
balances security with usability, 
minimising classroom disruption 
while still protecting against external 
threats. 

Another valuable control within 
Conditional Access is geolocation 
filtering. Schools can configure 
policies to block or restrict logons 
originating from outside the United 
Kingdom. This approach helps 
prevent unauthorised access 
attempts from abroad and reduces 
the risk of credential theft or attacks 
originating from foreign locations. By 
using country-based restrictions, 
schools can further strengthen their 
security while ensuring legitimate 
users accessing resources from 
within the UK are not unduly 
inconvenienced. A process can then 
be put in place to provide access to 

Schools can choose 
from a range of MFA 

methods 
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users that are legitimately travelling 
outside the UK, such as on school 
trips or holidays.  

Testing and Phased Rollout 

Before enforcing policies across the 
entire school, it is vital to test them 
with different user groups and 
scenarios. This helps identify any 
unintended barriers and ensures that 
legitimate users are not locked out. 
Many schools start with staff and a 
pilot group of pupils, gradually 
expanding coverage as confidence 
grows. 

Ongoing Monitoring and Review 

Conditional Access provides 
detailed reporting and analytics, 
allowing IT teams to monitor sign-in 
activity, detect suspicious behaviour 
and refine policies over time. Regular 
reviews ensure that security remains 
effective as the school’s needs and 
the threat landscape evolve. 

Real-World Implementation 

The Virtue Technologies Cyber 
Team has supported numerous 
schools through the process of 
implementing MFA with Conditional 
Access. The most successful 
deployments share several common 
features: 

Comprehensive Policy Design 

Policies can be tailored to the 
school’s specific needs, with clear 
rules for individual users, different 
user types, user groups and 
scenarios. 

Administrative Access Review 

High-risk admin accounts need to be 
reviewed and secured first, reducing 
the risk of privilege escalation. It’s 
common to have a spread of 
administration accounts, so this is a 
great time to review and reduce 
them. 

Scenario-Based Testing 

Policies are tested across a range of 
real-world situations, from classroom 
logins to remote access during 
school trips. 

User Training and Support 

Pupils and staff receive clear 
guidance on setting up MFA, with 
support available for those who 
encounter difficulties. 

Licensing and Compliance 

Appropriate Microsoft Entra licences 
(typically P1 or A3/A5 for Education) 
are secured, ensuring compliance 
with both technical and legal 
requirements. 

Overcoming Common 
Challenges 

Implementing MFA with Conditional 
Access in schools is not without its 
hurdles. Some pupils may not have 
access to personal devices or may 
struggle with the setup process. To 
address this, schools can use 
parents’ phones, provide shared 
hardware tokens or supervised login 
stations. Policies can also be 
designed to allow for exceptions in 
specific cases, ensuring that no pupil 
is unfairly disadvantaged. 

Another challenge is balancing 
security with the need for a smooth 
user experience. Conditional Access 
allows schools to minimise friction by 
only prompting for MFA when the 
risk justifies it, such as when a login 
attempt comes from an unfamiliar 
location or device. This targeted 
approach helps maintain productivity 
and learning continuity. 

The Strategic Value 

By implementing MFA with 
Conditional Access, schools not only 
align with the Department for 
Education’s digital and technology 
standards but also demonstrate a 
clear and proactive commitment to 
safeguarding pupils and staff. The 
combination of identity-based 
security, real-time risk assessment 
and flexible policy design provides a 
robust defence against the most 
common attacks, reducing the risk of 
password-based attacks by over 
99%. 

Overcoming Barriers and 
Building a Culture of Security 

There may be concerns about 
usability, cost or the risk of lockouts 
when it comes to implementing MFA. 
However, these can be addressed 
through careful planning, clear 
communication and the support of 
trusted partners. The DfE’s 
standards provide a helpful 
framework and there is a wealth of 
guidance available from both 
government and industry. 

Perhaps most importantly, MFA 
should be seen not just as a technical 
control, but as part of a broader 
culture of cyber resilience. By 
involving pupils in the process, 
explaining the reasons for MFA and 
embedding good security habits 
from an early age, schools can help 
build a generation that is better 
equipped to navigate the digital 
world safely. 

 

 

The Virtue 
Technologies Cyber 
Team has supported 
numerous schools 
implement MFA for 

Pupils 
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The case for implementing MFA for 
pupil accounts is overwhelming. The 
benefits are clear: reduced risk, 
improved compliance with standards 
and enhanced protection for pupils 
and staff. The risks of not 
implementing MFA are very present, 
as demonstrated by both national 
data and the lived experience of the 
Virtue Technologies Cyber Team.  

Schools that act now will not only 
meet the expectations of the 
Department for Education and the 
wider community but will also set 
themselves up for success in an 
increasingly digital future. MFA is not 
a silver bullet, but it is one of the most 
effective and accessible tools that we 
have to keep our schools safe. 

  

Looking Ahead 

As we look to the future, it is clear that the digital landscape will only become more complex. The threats facing schools 
will continue to evolve and so too must our defences. MFA is a critical part of this journey, but it is not the end. Schools 
must continue to invest in cyber awareness, regular risk assessments and robust incident response plans.  

The experience of the Virtue Technologies Cyber Team underscores the importance of vigilance and adaptability. In 
every incident, the schools that recovered most quickly were those that had invested in layered security, clear policies 
and ongoing education. MFA was a key part of their toolkit, alongside a commitment to learning and improvement. 
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About Virtue Technologies  

Virtue Technologies is an education-focused IT 
company with nearly two decades of experience 
partnering with schools to deliver tailored technology 
solutions. Established in 2006, the company has 
become a leading provider of IT services for Primary 
and Secondary Schools and Multi Academy Trusts. 
Their key areas of expertise are Support, Cyber 
Security, Cloud Solutions and Classroom Productivity. 

With a clear commitment to enhancing educational 
outcomes through technology, Virtue Technologies 
collaborates closely with academic institutions to 
understand their unique needs and challenges. The 
company emphasises building long-term partnerships, 
ensuring that each solution not only aligns with current 
requirements but also anticipates future growth. Their 
dedicated team of professionals stays abreast of 
technological advancements, allowing them to 
introduce innovative practices and resources into 
classrooms efficiently. Over the years, Virtue 
Technologies has earned a strong reputation within the 
educational sector for reliability, adaptability and 
exemplary customer service. By focusing on continuous 
support and professional development, they empower 
educators and administrators to make the most of their 
IT investments, fostering enriching learning 
environments for students across all levels of education. 
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Remember: 99% of 
identity attacks are 
password-based 
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