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This seemingly small shift represents
a significant change in education.
Generative  Artificial  Infeligence
(GenAl) is no longer a plaything and
it is no longer theoretical. It is adding
value in work seftings in every sector,
including Education, where it is rapidly
entering the fabric of teaching.

As outlined in the UK Department for
Education’s official 2025 policy paper,
“Generative Artificial Inteligence (Al)
in Education”, the aim is to harness Al’s
productivity benefits while protecting
students, staff and educational values.

The Benefits and Risks
of Using Al in Schools

It’s a Thursday morning in a London secondary school.
An English teacher logs into her planning porfal. A new
Al assistant, tailored by Oak National Academy, greets
her with lesson suggestions for Macbeth, tuned to the
cognitive level of her Year 10 class. She adjusts a few
points, clicks approve and prepares the classroom. The
tfeacher is freed from the hour of solo planning that she
would usually spend the night before.

But is Al a giff to overwhelmed
teachers or a Pandora’s box of data
risks, learning shortcuts and widening
inequality?

In this paper, we will take a closer look
at the benefits, concerns and what
the data fells us.

The Benefits

(},\ Time and
24 Productivity

One of the biggest single promises of
Al'in education (or any setfting) is time-
saving. According to a 2023 DfE survey,
89% of UK teachers report workload
as the primary barrier to effective
tfeaching with marking, planning and
reporting critically consuming hours
each week.

Al tools now promise to reduce that
burden. In pilot programmes, some
feachers reported saving up to 5-10
hours per week using Al for:

*  Draffing lesson plans

e Creating differentiated
worksheets

* Generatfing feedback comments
¢ Translating parent letters

One London headteacher told the
BBC, "Al doesn’t replace our tfeachers,
it gives them back their evenings.”

® ® @ |esson Differentation
' and Inclusion

Inclusivity is another area where Al has
real promise. In one example cited
by the DfE, educators used Microsoft
Copilot and Widgit to simplify poetry
for SEND students. The Al generated an
age-appropriate version of The Raven,
paired with visuals, which allowed
pupils with reading difficulties to access
and discuss the poem meaningfully.

This reflects a broader frend - Al can
differentiate materials almost instantly,
generating the same confent aof
multiple reading levels, with alfernative
formats like audio or symbol support. In
a class of 30 diverse learners, that’'s a
game changer.

= Assessment and
"—a Feedback

-

Al is dlready making inroads into
marking. One secondary school used
Al to generate instant feedback on
student essays, aligned with GCSE
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criteria. Teachers then verified and
edited this feedback, cutting grading
fime in half, while maintaining quality.

Al-based quizzing platforms like Quizizz
and CenturyTech now offer adaptive
festing, which adjusts  question
difficulty in real fime based on student
responses. This supports the DfE’s
ambition to build more “formative,
low-stakes assessment” into the rhythm
of learning.

0 /.> Early Warning and
~@ = Behavioural Insights

Some Al platforms, like TeachFX or
ClossCharts, go beyond content
creatfion. They analyse classroom
audio, behaviour logs or homework
patterns to identify students who may
be disengaging, giving schools a
head-start in pastoral care.

One Multi Academy Trust reported
spotting early signs of school refusal
among Year 8 pupils, weeks before
any feacher had nofticed, just through
Al-assisted analysis of attendance and
fone in written submissions.

The Risks

But even as the potential unfolds, there
are some serious risks that we need to
understand when using Al.

( Data Privacy
(:B

Pernaps the most pressing concern
is data security. Generative Al tools
need input to generate output. If that
input includes personal information
(for example student names, SEND
diagnoses, safeguarding concerns)
then suddenly, sensitive data could
be in the hands of large tech firms and
other random Al users.

The UK’s Data Protection Actand GDPR
apply fully here. Yet the DfE’s guidance
warns that many teachers may not
redlise what counts as “personal
data” and might inadvertently input
confidential material.

The potential for teachers using
ChatGPT or other Al tools without
reviewing data privacy settings is @
significant compliance risk, especially
in schools. The DfE recommends:

* Not inputting identifiable pupil
data unless absolutely essential

e Ensuring contracts with Al vendors
include clear data processing
ferms

* Assigning Al-related data roles
to the school’s Data Protection
Officer

Another complexity is copyright.
Feeding an original student essay into
a generative tool to “improve clarity”
might seem harmless but, under UK
low, that essay and its copyright
belongs to the student.

There are also questions around using
copyrighted materials (e.g. textbook
contfent, published questions) to train
or prompt Al tools. Unless the school
owns or licenses the material, such use

may breach Intellectual Property (IP)
rights.

The government’s advice is cautious:
“Schools  should presume  that

generative Al does not grant a blanket
exemption from copyright obligations.”

@ Accuracy

Generative Al is amazing, but it's
not always right. Tools lke ChatGPT
can generate confident sounding
nonsense, known as hallucinations.
Imagine an Al-generated science
lesson incorrectly  describing  how
vaccinesworkormislabelling ahistorical
date. The stakes are especially high in
education, where misinformation can
become embedded in young minds.

According to the DfE, human review
is non-negotiable. Teachers must
verify Al output for accuracy, age-
appropriateness and alignment with
school values.

|§A2J Academic Integrity
\-\

and Shortcuts

Student misuse is a growing problem.
In a 2024 Jisc report, 27% of university
students admitted to using GenAl to
complete written assignments without
disclosure. The number is likely higher in
informal settings.

Schools are seeing similar patterns. A
growing number of students are using
Al to paraphrase texts, solve maths
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problems and write essays. Plagiarism
detectors often fail fo catch these.

The danger of this is learning becomes
less valuable as Al becomes a crutch
rather than a tool.

Some schools are responding with
Al-integrity policies and classroom
discussion of ethical use, but it remains
a fast-moving challenge.

=

e s o Equity and the

™1 Dbigital Divide
A final risk looms over everything:
inequality. Not every student has a
device at home. Not every family
has broadband. While Al can enrich
learning, it also risks reinforcing gaps.

The Sufton Trust warns that students
from lower-income households may
be “shut out” from the Al revolution,
unless schools provide devices and
fraining. But with funding so tight in
education, how can this currently be
achieved? And is there a risk of Al
widening the very attainment divide Al
could help fix?

So where does this leave schools?

Nobody, including the DfE, s
suggesting that Al is set to replace
teachers or dominate classrooms.
Instead, the vision is “Al in the hands of
professionals”, a co-pilot model where
tfeachers remain firmly in charge.

To realise that vision, several shiffs are
needed:

Training and Digital Literacy

The DfE report found that 87% of
teachers have had no formal fraining
on Al That is a huge knowledge
gap and, over fime, professional
development will need to catch up.
Al pedagogy., prompt engineering,
safeguarding, copyright will all need to
become part of initial teacher training
and ongoing CPD.

DfE has announced support through:

e Oak Natfional Academy’s Al-
powered lesson planning pilot

* A proposed edftech evidence
board

e Collaborations with BESA and
MATs to evaluate tools and build
best practice

Policy and Governance

To fully embrace Al, schools will need
to create clear policies that:

¢ Define where and how Al can be
used

e Establish roles for approval,
oversight and escalation

* Require staff to verify and disclose
Al-generated content

Crucially, schools wil need to be
fransparent with parents. What data
is collected? Which tools are in use?
How are risks being mitigated?

Student Engagement and Ethical
Conversations

Finally, students themselves must
be engaged. Future generations
will live and work alongside Al more
than any before. By teaching Al
literacy, ethics and critical thinking,
we are not only preparing students
to use Al fools, but to question and
shape them, thereby extracting their
maximum value in any given setting.

Alis by no means the end of teaching,
but it is most certainly the next chapter.
[t offers immense potential o increase
productivity,  unburden  teachers,
personalise learning and strengthen
schools. But at the same time, that

opportunity comes with the risks of
privacy, equity, accuracy and integrity.

The DfE guidance is clear in that Al
should serve education, not steer it.
The teacher remains the guide, the
conscience and the expert. So, as
tfeachers refine their lessons with Al’s
help, they still decide the tone, the
questions and the engagement.

Further Reading

e DfE Policy Paper; Generative
Arificial Inteligence (Al) in
Education: Read here

e The OAK National Academy Al;
Click Here

e Key takeaways on Generative
artificial infelligence (Al) in
Education: Read Here

About Virtue

Virtue Technologies is an education-
focused [T company with nearly
20 vyears of experience working
collaboratively with Schools to deliver
fit-for-purpose technology solutions.
Founded in 2006, we have gone on
to become a leading provider of IT
solutions to Primary and Secondary
Schools, Multi Academy Trusts, Further
Education Colleges and Universities.

About the Author

Wil Stead works closely with Schools
and Multi Academy Trusts to supportthe
development of IT and Cybersecurity
Strategy and Plans. He has over 35
years of experience in the IT industry,
with the last 15 years in education.,

Partnerships - Trust - Opportunities - Ownership - Positive Change




